BO GD&PT CONG HOA XA HOI CHU NGHTA VIET NAM
Truwong dai hoc SPKT Poc lap — Tw do — Hanh phuc
Khoa: CNTT ok ke
Chuong trinh Gido duc dai hoc

Nganh dao tao: Céng nghé thongtin  trinh dé dao tao: Dai hoc
Chuong trinh dao tao: K§ s Cong nghé thong tin

Pé cuong chi tiét hoc phan
1. Tén hoc phan: Mang may tinh can ban Ma hoc phan: NEES340380
2. Tén tiéng Anh: Networking Essentias
3.S6tinchi: 4
Phan b6 thoi gian: (hoc ky 15 tuan) 4(3:1:8)
4. Cac giang vién phu trach hoc phan
1/ GV phu trach chinh: ThS. Huynh Nguyén Chinh
2/ Danh sach giang vién cung GD:
2.1/ ThS. Nguyén Thi Thanh Van
5. Biéu kién tham gia hoc tap hoc phan
Mon hoc truéc:
Mon hoc tién quyét: khong
6. Mo ta tom tat hoc phan

M6n hoc nay cung cac cac khai niém co ban trong mang may tinh, dac diém co ban clia céc loai
mang; kién thirc vé nguyén |y hoat dong cta cac thiét bi mang, cac giao thirc phd bién hoat dong
trong hé théng mang; cac kién thirc vé thiét ké, cau hinh va van hanh hé théng mang don gian trén
Windows; céc kién thirc vé thiét ké, cau hinh vavan hanh hé théng mang don gian trén Linux.

7. Muc tiéu hoc phan (course objective)

Muc tiéu Mo ta Chuén dau ra
(Goals) (Goal description) CTbT
(Hoc phan nay trang bi cho sinh vién:)

Gl Kién thirc vé céc dac diém cla loai mang may tinh; mé hinhmang | 12 1.3
OSl va TCP/IP; cdu tric cua dia chi 1Pv4, IPv6, k¥ thuat chia
mang con; dac diém clia cac md hinh quan tri mang; nguyén tac

hoat dong ctia mot so dich vu mang ph6 bién

G2 Kha nang phén tich va hién thyc cac ky thuat chia mang con, quy | 2.1, 2.2
hoach dia chi IP, cai dac vacau hinh mot s6 dich vu mang can ban,

thié ké mot hé thng mang don gian

G3 K§ nang lam viéc nhom, vathuyét trinh bang miéng 3.1,3.2
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G4

Kha nang van dung céu tric d liéu va giai thuat dé giai quyét van
dé trong thuc té.

44,45

8. Chuan dau ra clia hoc phan

Muc Chuan Mo ta Chuan
tidu | daura (Sau khi hoc xong mdn hoc ndy, nguoi hoc co thé:) dau ra
hoc phan CDIO
Gl1 Trinh bay vé vai tro clla mang may tinh trong thoi dai ngay nay; 12
khéi niém can ban vé cac mé hinh mang, dac diém cla cac thiét bi
mang phd bién, cac (ng dung mang pho bién, nguyén tac
truyén/nhan di liéu qua hé thng mang
G1l.2 Trinh bay dwoc dac diém cla dia chi IP, cau tric cla dia chi | Pv4 va 1.2
phan 16p cua dia chi 1Pv4; céc k§ thuat chia mang con, VLSM,
CIDR trén dia chi IPv4; dac diém cda IPv6, so sanh voi IPv4
Gl G1.3 Phan biét dwgc mod hinh mang Workgroup va Domain 1.3
Gl4 Trinh bay dwoc dic diém va nguyén tac hoat déng clia mot s kj 14
thuat trén ha tang mang: Binh tuyén, VLAN, STP
G1.5 Trinh bay duoc dic diém va nguyén tac hoat dong ctia mét s6 dich 15
vu mang pho bién: DNS, DHCP, FTP, Web, Email , SNMP
G1.6 Trinh bay duoc vai tro va dac diém clia bao mat, hé thong giam sat 1.6
mang
G2.1 Hoach dinh dia chi IP bang ky thuat chia mang con, VLSM theo mo 2.1.1,
hinh thiét ké 212
G2.2 Cai dat va cdu hinh duoc mang don gian theo mé hinh Workgroup 2.2
va Domain; cdu hinh mét s6 chirc nang quan tri trén moi truong
G2 Windows va Linux
G2.3 Cai dat va cdu hinh dwoc cac ky thuat trén ha tang mang: Binh
tuyén, VLAN, STP
G2.4 Cai dat va cau hinh duoc cac dich vu mang phd bién: DNS, Web,
Email, FTP
G3.1 Lam viéc hiéu qua trong mo6t nhém 3.1.1,
3.1.2,
G3 3.1.3
G3.2 Trinh bay trwdc dam doéng sir dung phuong tién trinh chiéu 3.26
G4.1 Thiét ké, danh gidvalya chon phuong phép trién khai mot hé théng | 4.4.1,
mang don gian phu hgp cho yéu cau thuc té 4.4.3
G4 G4.2 X |y céc 16i trong qua trinh cai dit va ciu hinh céc dich vu mang | 4.5.6

can ban

9. Tai liéu hoc tap




- Séch, gido trinh chinh: Diane Barett and Todd King, Computer Network Illuminated, 1%
Edition, Jones and Bartlett Publishers, 2005

- S&ch tham khéo:

Brendan Choi , The Subnet Training Guide, EasySubnet, 2007

Wendell Odom, CCENT/CCNA ICND1 - Official Exam Certification Guide, Second
Edition, Cisco Press, 2008

Wendell Odom,CCNA ICND2 - Official Exam Certification Guide, Second Edition,
Cisco Press, 2008

Dan Holme and Orin Thomas, Managing and Maintaining a Microsoft Windows
Server 2003 Environment, Microsoft Press, 2004

J.C. Mackin and lan McLean, Implementing, Managing, and Maintaining a MS
Windows Server 2003, Microsoft Press, 2004

Roderick W.Smth, LPIC-1 Linux Professional Institute Certification Sudy Guide,

Sybex, 2009

9. Nhiém vu ctia sinh vién

- Dy I6p: t6i thiéu 80 % s0 tiét giang

- Bai tap: phai hoan thanh 100% bai tap thyc hanh vabai tap vé nhado GV giao

10. Ty Ié Phan tram cac thanh phan diém va cac loai hinh danh gia sinh vién : (11)
- Thang diém: 10
- K& hoach kiém tra nhv sau:
Hinh Congcu KT | Chuan | Tilée
thirc No6i dung Thoi diém daura | (%)
KT KT
Bai tap 30
Xac dinh cac tham s trong goi tin trong Tuan 3 Bai tap nho Gl11 5
BT#1 s A e tin A
guatrinh truyén di* liéu qua mang trén lop
5 Dia chi IP, chia mang con, hoach dinh dia Tuan 5 Bai tap nho G2.1 10
BT#2 | chi 1p trong so do thiét ké trén 16p
Cau hinh dinh tuyén, VLAN, STP Tuan 6 Bai tap nho G2.3 5
BT#3 A
trén lop
BTH4 Cai dat va cdu hinh céc dich vu mang pho Tuan 10 Bai tap nho G2.4 10
bién: DNS, Web, E-mail, FTP trén 16p
Bai tap lon (Project) 10
Nhom sinh vién tir 2-3 ngwoi chon 1 trong Tuan 5 Panh gidsan | G3.1 10
cac bai tap pham G21
Thiét ké va cai dat mot hé thong mang voi G2.1
cac dich vu da hoc theo yéu cau:
BL#1 en Vi aa it yeu e G2.4
- Tinh nang dv phong dich vu DNS Gal
- Tinh nang dy phong cho Web GA.2
Server
- Tinh ndng dy phong trong Domain
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Controller
- Tinh nang dy phong cho DHCP

Tiéu luén - B&o céo 10
Mo6i nhom sinh vién tir 2-3 ngudi chon 1 Tuan 10-15 | Tiduluan- | G32
trong cac dé tai sau dé tim hiéu vatrinh bay B&0 c40
bao cao:
Dé tai 1: Lo hong bdo mat trén Web
Pé tai 2: Cong cu giam sat hé thong mang
Dé tai 3: Cong cu phan tich goi tin
Thi cubi ky 50
- Noi dung bao quat tat ca cac chuan dau ra Thi tw luan Gl1
quan trong ctia mdn hoc. G1.2
- Thoi gian lam bai t6i thiéu 60 phit. G13
Gl4
G15
Gl.6
G2.1
G2.2
G2.3
G24
G4.1
G4.2
14. N6i dung chi tiét hoc phan
Tuan Noi dung Chuéan dau ra
hoc phan
Chuong 1: Gi6i thiéu
AJCA&c ndi dung GD chinh trén 16p: (5) Gl.1
Noi dung giang day ly thuyét:
+ Mang may tinh lagi?
+ Phan loai mang may tinh
+ M hinh mang mé (OSI)
1 + Céc giao thirc LAN

+ Gidi cac bai tap trén lop
PPGD chinh:
+ Thuyét trinh
+ Trinh chiéu Powerpoint




B/Céc ndi dung can ty hoc & nha: (10)
+ Doc thém: lich s phét trién clia mang may tinh

Gl1

Chuong 2: Ethernet

A/Céc ndi dung hoc tap chinh trén |6p:

Noi dung giang day ly thuyét:
+ Giao thitrc CSMA/CD.

+ Frame Ethernet

+ Mang vathiét bi mang Ethernet.

+ Thiét bi lién mang: Router, Switch
PPGD chinh:

+ Trinh chiéu Powerpoint

+ Thuyét trinh

Gl1

B/Cac ndi dung can tw hoc & nha
+ Giao thitc CSMA/CA

Chuong 3: LAN Switching

A/Cac ndi dung hoc tap chinh trén |6p:
No6i dung GD ly thuyét:
+ Switch & Switching.

+ Redundancy & Broadcast storm
+ VLAN.

- PPGD chinh:

+ Trinh chiéu Powerpoint

+ Thuyét trinh

+ Lam mau

Gl4
G2.2

B/Cac n6i dung can tw hoc & nha:
VTP, STP

G2.2

Chuong 4: Ho giao thiec TCP/IP

A/Cé&c ndi dung hoc tap chinh trén l6p:
No&i dung GD ly thuyét:
+ Layer: Network access.

+ Layer: Internet
+ Layer: Transport

Gl1




+ Layer: Application

- PPGD chinh:

+ Trinh chiéu Powerpoint
+ Thuyét trinh

+ Lam mau

B/Cac n6i dung can tw hoc & nha:
+ So sanh v&i mo hinh OS|

Gl1

Chuwong 5: Bia chi IP

A/Cac ndi dung hoc tap chinh trén |6p:
Noi dung GD ly thuyét:
+ Tong quan vé IPv4

+ Subnet Mask

+ Phan |6p dia chi

+ Dia chT public va private

+ Chiamang con

+VLSM, CIDR

+ Tong quan vé IPv6

+ Phoi hop hoat dong cla IPv4 valPv6
- PPGD chinh:

+ Trinh chiéu Powerpoint

+ Thuyét trinh

+Lam mau

Gl.2

B/Cac n6i dung can tu hoc & nha:
+ Boc thém: bai tap IP, Subnet, VLSM, CIDR

G2.2

Thuc hanh tai phong may

A/ Céac ndi dung hoc tép chinh trén 16p:
Noi dung GD ly thuyét:

+ Bét go6i vaphan tich gi bang Wireshark
+ Bat goi vaphan tich goi bang Ethereal

+ Chia dia chi IP, subnetting, VLSM

- PPGD chinh:

+ Trinh chiéu Powerpoint

+ Thuyét trinh

+Lam mau

Gl.2
G21




B/Cac n6i dung can tu hoc & nha
+ CIDR

G2.1

7-8

Chuong 6: Hé diéu hanh mang Windows Server

A/Cé&c ndi dung hoc tap chinh trén l6p:

No6i dung GD ly thuyét:
+ Quan ly luu tri* va hé thdng tap tin

+ Quan ly User & Group

+ Quyén NTFS & Share

+ Active Directory Services
+ GPO

- PPGD chinh:

+ Trinh chiéu Powerpoint

+ Thuyét trinh

+ Lam mau

G13

B/Cac n6i dung can tw hoc & nha:
+ Security template

Gl.6

Thuc hanh tai phong may

A/Cac ndi dung hoc tap chinh trén |16p:

Noi dung GD ly thuyét:
+ FAT, NTFS

+ Share Data

+ Quan ly User va Group
+ Domain Controller

+ GPO

- PPGD chinh:

+ Trinh chiéu Powerpoint
+ Thuyét trinh

+ Lam mau

G2.2

B/Cac n6i dung can tw hoc & nha:
+ Cau hinh mot s6 (*ng dung vé GPO

G2.2
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Chuong 7: Céc dich vu mang

A/Cac ndi dung hoc tap chinh trén 16p:

No&i dung GD ly thuyét:
+ DNS

G15




+ DHCP

+ Telnet

+FTP

+ Emalil

- PPGD chinh:

+ Trinh chiéu Powerpoint
+ Thuyét trinh

+Lam mau

B/Cac n6i dung can tv hoc & nha:
+ SNMP

G15
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Thuc hanh tai phong may

A/ Céac ndi dung hoc tép chinh trén 16p:
NOi dung GD:
+ DNS

+ DHCP

+ Telnet

+FTP

+ Email

+ SNMP

- PPGD chinh:

+ Trinh chiéu Powerpoint
+ Thuyét trinh

+Lam mau

G2.4
G4.2

B/Cac n6i dung can tw hoc & nha:
+ Céau hinh tinh nang dv phong cho cac dich vu

G24
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Chuong 8: An toan mang

A/ Céac ndi dung hoc tép chinh trén 16p:
No6i dung GD ly thuyét:
+ Céc nguyén ly an toan

+ Cac moi de doa
+ Firewall

+ IP Security

+ Web security

+ Email Security
- PPGD chinh:

Gl.6




+ Trinh chiéu Powerpoint
+ Thuyét trinh
+ Lam mau

B/Cac n6i dung can tw hoc & nha
+ IDY/IPS
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Chuwong 9: Tong quan vé Linux

A/Cé&c ndi dung hoc tap chinh trén l6p:
No6i dung GD ly thuyét:
+ Lich s phéap trién

+ D3c diém

+ Linux shell

+ Quan ly dia

+ T0 chirc hé thong tap tin
+ Quyeén truy xuat

+ Quan ly User va Group

- PPGD chinh:

+ Trinh chiéu Powerpoint
+ Thuyét trinh

+ Lam mau

Gl.2

B/Cac n6i dung can tw hoc & nha:
+ Thuc hanh céc bai tap vé cac Iénh co ban trén Linux

G2.2

14

Thuc hanh tai phong may

A/Cé&c ndi dung hoc tap chinh trén l6p:
Noi dung GD:
+ Céc lénh quan ly tap tin

+ Phan quyén truy xuét

+ Quan ly User va Group
- PPGD chinh:

+ Trinh chiéu Powerpoint
+ Thuyét trinh

+Lam mau

G2.2

B/Céc ndi dung can tu hoc & nha:
+ Cai dat phan mém trén Linux

G2.2

15

Chuwong 10: TCP/IP trén Linux




A/Cac ndi dung hoc tap chinh trén lop: G2.2
Noi dung GD:
+ Cau hinh TCP/IP

+ Chiasé véi Windows

- PPGD chinh:

+ Trinh chiéu Powerpoint
+ Thuyét trinh

+ Lam mau

B/Cac n6i dung can tw hoc & nha: G2.2

+ Cau hinh truy cap Internet

14. Bao dirc khoa hoc:

+ Céc bai lam bai tap, bai dich tir Internet néu bi phat hién la sao chép cla nhau <2 bi trir
100% diém qué trinh, néu & mic do nghiém trong (cho nhiéu ngudi chép- 3 nguoi giong nhau tr
Ién) & bi cAm thi cudi ky c& nguoi st dung bai chép vangudi cho chép bai.

+ SV khéng hoan thanh nhiém vu (muc 9) thi bi cdm thi vabi dé nghi ky luat trwéc toan
trwong

+ Sinh vién thi ho thi ca 2 ngudi — thi hd vanho thi ho sé bi dinh chi hoc tap hoac bi du6i hoc
15. Ngay phé duyét lan dau:
16. Cap phéduyét:
Truwdng Khoa Truong BO MON Nhom Bién soan

17. Tién trinh cap nhat BCCT

Cap nhatlan 1 Nguoi Cap nhat

T6 trdng bd mon

Cap nhatlan 2 Nguoi Cap nhat

T6 tredng bé mon
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